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B Samba(2002/6/19)

B Apache 2002/6/20

B Sendmail (2002/6/25)

B OpenSSH(2002/6/26)
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B OpenSSL (2002/7/30)

B PHP(2002/9/6)

B OpenSSL Slapper Worm(2002/9/14)
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g TRCEG/e Slapper Worm
B OpenSSL Worm(2002/9/14)
Apache Apache-SSL WEB
— Apache
OpenSSL
— OpenSSL (0.9.6d )

/tmp/.bugtrag.c, /tmp/.bugtrag
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m 1326 2.0.39
[ | Apache 2
m 1326 2.0.40

— Upgrade your Apache HTTP Server to version 1.3.26 or 2.0.40 or higher. (Unix
systems are safe at version 2.0.39.) - httpd.apache.org

B URL:http://httpd.apache.org/
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e OpenSSH
m 34
— *BSD, Debian, Miracle Linux
— RH
B sshd_config OK
ChallengeResponseAuthentication no
PAMAuthenticationViaKbdint no
33 UsePrivilegeSeparation
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B DNS
[ | :BSD resolver (libc)
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StackGuard

(http://www.cse.ogi.edu/DI SC/proj ects/immunix/StackGuard/)
libsafe

(http://www.avayal abs.com/project/libsafe/index.html)

StackGuard
libsafe OK
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Resolver

B BSD OS FreeBSD/OpenBSD/NetBSD

— Dynamic restart
— Static

http://www.cert.org/advisories’ CA-2002-19.html

B glibc2.1.2
http://www.kb.cert.org/vuls/id/AAMN-5BM SW2
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B http://www.kb.cert.org/vuls/id/814627
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TechStyle Samba
u Samba 2.2.3
—  --with-tdbsam
|
— SAM tdb smb.conf
|
— 2.25/2.2.4-ja1.0
— --with-tdbsam

B http://www.samba.gr.jp/news-rel ease/2002/20020703-1.html
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Please feel free to mail me

riotaro@techstyle.jp
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