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TCP

@ PostgreSQL
TYPE postgresql db t, file type, sysadmfile;
@ Apache Web
ALLOW httpd_t httpd sys content t : file read ;
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. TYPE ™
TYPE < > [ALIAS < >] [< > L
[ ]
TYPE httpd _sys _content t, file type;
TYPE httpd_t, domain;
[ 11
v' httpd_sys _content t file_type
L v httpd t domain y
. ALLOW ™\
ALLOW < (Subject)> < (Object)>
P < > < >
[ ]
ALLOW httpd_t httpd sys content t : file {getattr read lock ioctl} ;
[ ]
Apache(httpd t) Web (httpd_sys content t)

N

getattr/read/ioctl/lock




@ FTP/Samba/Apache
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SE/Samica/APEaCHE

p
Apache } a, 7
Jvar/ww bt/ | (Read . (MIPAD »
(httpd_sysTpontent_I) e Eiiiﬁie

[ var [ waw cgi - bi n/ * Append
(httpd sys script_exec t) O
/ [var/log/httpd/ * ? %
Read
Write Read / (httpd_log t) Reai

Read / hone/ f oo/ *
Read] _luser_hone t) / hone/ f oo/ publ i ¢_ht i
Write /ii>*<i//////) (httpd user _content t)
y 4 Read ‘
/ Write Read Read
E FTP Write Write
(ftpd t) / var /| og/ sanba/ * Samba
(var_log_t) (httpd t)
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CGl

. PHP
| (mod_php.so)

DB
) postgres db t
N ANENE httpd_sys_script_t
p
CGl PostgreSQL
[ httpd_sys_script_t ] ) >httpd t postgresgl t UNIX
Fedora Core 3/RedHatEL4
@ Apache PostgreSQL

@ PostgreSQL



test.cgi — PostgreSQL

#! [usr/ bi n/ perl

use B ;

$conn = Bl - >connect (" dbi : Pg:
donane=t est; user=test;");

$3Q = "select * fromtestthl";

$res = $conn- >pr epar e( $SQ) ;

$code = $res->execut e();

CGl
(httpd_sys_script t)
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The server encountered an internal error or
mizconfiguration and was unable to complete your
request.
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Internal Server Error <
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Ela—gimman:] | [ | | NiAvsaak

i

audi t (1115774411. 448:0): avc: denied

{ wite } for pi d=20243 exe=/ usr/bi n/ per|
nane=. s. PGBL. 5432 dev=sda2 i no=2205106
scontext=root : systemr: httpd sys script t
tcontext=root : obj ect r:postgresgl tnp t
tcl ass=sock file

HIL.
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TYPE < > EXTENDS < >0 ...1,;

TYPE child_ t EXTENDS parent t ;
N childt parentt

@

| TYPE parent._t ;
| TYPE child_t EXTENDS parent_t ;

ALLOW anyone t parent t : file read ;
parent_t anyonet  parentt Read
child t ‘ ALLOW anyone t @parent_t : file read ;

anyone t  parent t/child t Read




v “EXTENDS”
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N EXTENDS @
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parent t @parent t = {parent_t child1_t child2_t grandchild t}
_ @child2_t < {child2_t grandchild t }
childl t @parent t — @child2_ t ={ parent_t child1 t}

child2_t ALLOW anyone_t @parent t : file {read write};
= ALLOW anyone_t {parent_t child1l t child2 t
grandchlld t} flle {read write]

grandchild_t




SE/Samica/APEaCHE

p
Apache } a, 7
Jvar/ww bt/ | (Read . (MIPAD »
(httpd_sysTpontent_I) e Eiiiﬁie

[ var [ waw cgi - bi n/ * Append
(httpd sys script_exec t) O
/ [var/log/httpd/ * ? %
Read
Write Read / (httpd_log t) Reai

Read / hone/ f oo/ *
Read] _luser_hone t) / hone/ f oo/ publ i ¢_ht i
Write /ii>*<i//////) (httpd user _content t)
y 4 Read ‘
/ Write Read Read
E FTP Write Write
(ftpd t) / var /| og/ sanba/ * Samba
(var_log_t) (httpd t)




= R/SAMBA/APACHE

@ FTP/Apache/Samba

Apache | FTP | Samba
/var/www/html/ Read ( Read/Write \ X
/var/www/cgi-bin/ _read || Read/write x
/var/log/httpd/ Append - Read 1 X
/var/log/samba/ X Read X
/home/foo/ X / >(L Read/Write Read/Writej
/home/foo/public_html [ Rea'd Read/Write || Read/Write j
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Samba }_ Append
(snibd_t)

Read/Write
‘

snibd share t

4

/ hone/ f oo/ *
(user _hone t)

4

/ hone/ f oo/ publ i c_ht m

(httpd user _content t)
y
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,/var/l og/ sanba/ *

(var log_t)

]
FTP
(ftpd t)
Read/ Wite Read
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> ftpd filerwt ftpdfilerot
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(httpd sys content t)
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[ var [ ww\/ cgi - bi n/*
(httpd_sys script exec t)
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Apache
(httpd_t)

Append

/var/log/httpd/* |

(httpd var log t)
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Apache — PostgreSQL Read
[ httpd t ] P / { [ postgresql_t ] Write
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@ FTP/Samba
@ FTP Samba
@ FTP /Samba

t ype sanba share t; # Sanba
type ftpd file rot; # FTP
type ftpd file rwt; # FTP

allowsnbd t @anba sharet : file create file perns;
allowsnbd t @anba sharet : dir

allowftpdt @tpd file rwt
allowftpdt @tpd filerwt :
allowftpdt @tpd filerot :
allowftpdt @tpd filerot

dir

create file perns;

. file create file perns;

create dir_perns,

filer _file perns;

dir

r_dir_perns;




@ Samba/FTP

type sanba ftpd file ro t extends
sanba share t, ftpd filerot ;
type sanba ftpd file rwt extends
sanba share t, ftpd filerwt ;
N Samba FTP Read-Only
Read/Write

v FTP

allowsnbd t sanba ftpd filerot :
allowftpdt sanba ftpd filerot :
allowsnbd t sanba ftpd file rwt :
allowftpdt sanba ftpd file rwt :

Samba

file create fil e perns;
filer _file perns;

file create fil e perns;
file create fil e perns;
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N PostgreSQL
@ PostgreSQL

t ype postgresgl connectabl e t;
al | ow @ostgresgl _connectabl e t postgresgl tnp t
. sock file rwfile perns,
al | ow @ost gresqgl _connectabl e t postgresql t
. uni x_streamsocket connectto;
@ Apache —
typeextends httpd t extends
post gresgl _connectabl e t;

PostgreSQL
Apache
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N PostgreSQL

@ PostgreSQL
| fdef (" apache.te',
allowhttpd t postgresqgl tnp t

. sock file rwfile perns,
allowhttpd t postgresql t

. uni X_streamsocket connectto;
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