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1 LSM: Linux Security Module
2 TE: Type Enforcement
3 RBAC: Role Based Access Control
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al lowftpd_t ftpd_anon_t:file {read};
FTP anonymous FTP
Read

al l ow user _t sel f:process {signal};

al | ow <Subject> <Object>: <Class> <perms>;
<Subj ect> :
<(yj ect >
<dass> : ( )
<per ns>

TE fork()

exit()
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(1) TYPE... EXTENDS ;
(2) TYPEEXTENDS

B @

(1) TYPE..EXTENDS ;

EXTENDS
/
ftp anon t
user ftpt ftp anon t
TYPE < >
[ALI AS < 5]
[ EXTENDS < / > ]

type user_ftp_t extends ftp_anon_t ;
TYPE

(2) TYPEEXTENDS
TYPE

TYPEEXTENDS < >
EXTENDS < / >, ;

t ypeext ends user _hone_t
extends sanba_share_t;
TYPEEXTENCS
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<Type- A>
F <Type-B>
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L <Type- B>

ALLOWfoo t @\ file read;
ALLOWfoo t {ABCDE}:file read,;

ALLOWNfoo t @ - @ file read;
ALLOWfoo t {ADE}:file read;

ALLOW @ sel f: process signal;
ALLOW{D E} {D E}: process signal;

TYPE_TRANSI TION @ @: process A
TYPE_TRANSITION {B C {D E}
. process A
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Allow

AuditAllow /AuditDeny /DontAudit
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Type_Transition
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type_datum
typedef struct type datum{
uint32_t val ue; /1l 1D
unsi gned char prinary; //
unsi gned char isattr; // or
ebitmap_t types; /1l
} type datumt;
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allow X @\:file read;
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- Makefil e
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allow X {A B C:file read;
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type httpd_sys_content _t,
file_type, sysadnfile;
type httpd_sys_script_ao_t,
file_type, sysadnfile;
r dir_file(httpd_t
, @ttpd_sys content _t)
al l ow httpd_sys_script _t
@ttpd_sys_script_ao t : file
{ioctl getattr |ock append}
al l ow httpd_sys_script _t
@ttpd_sys_script_ao_t
dir : ra dir_perns ;

CaGl

HTTP httpd_t CaGl
httpd_sys_script_t

httpd_sys content t Web
httpd_sys script ao t  CGl
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FTP images
logs
FTP
ftpd_file_ro_t
ftpd_file_rw_t
FTP

ftpd_file_path
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attribute ftpd_fil e_path;
type ftpd file_ro_t

extends ftpd_file_path,

file_type, sysadnfile;
type ftpd file_rwt

extends ftpd file_ro_t,

file_type, sysadnfile;
allow ftpd t @tpd_file_path :

dir {search getattr};
r dir_file(ftpd_t, @tpd file_ ro_t)
create dir _file(ftpd_t,
@tpd file rwt)
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Samba images
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samba_file_ro_t
samba_file_rw_t

samba_file_path Samba

Sanba

[ var [ waw/ ht n

attribute sanba_file_path;
type sanba file_ro_t

ext ends sanba_fil e_path,

file_type, sysadnfile;
type sanba file_rw_t

ext ends sanba_file ro_t,

file_type, sysadnfile;
allow snbd_t @anba_file_path :

dir {search getattr};
r dir_file(snbd_t, @anba_file ro_t)
create_dir _file(snbd_t,
@anba file rwt)

# For Access Path
allow ftpd_t httpd_sys_content _t
dir : {search getattr};
allow snbd_t httpd_sys_content _t
dir : {search getattr};
# For /[var/ww htm /i nages
type ww_i mages_t,
file_type, sysadnfil e;
r dir_file(httpd_t, ww_inages_t)
create dir _file(ftpd_t
, WwWw_i nages_t)
create_dir _file(snbd_t,
, Www_i nages_t)
# For /[var/www htm /| ogs
type ww_| ogs_t,
file_type, sysadnfil e;
al l ow httpd_sys_script _t
ww logs t : file
{ioctl getattr |ock append}
al l ow httpd_sys_script _t
ww | ogs t : dir
{read getattr | ock searchioctl }
r dir_file(ftpd_t, www_|ogs_t)
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NSA
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images/logs
images HTTP
FTP/Samba
logs
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# For Access Path
typeattribute httpd_sys content _t
ftpd file_path,
sanba_fil e_path;
# For /[var/ww htm /i nages
type www_i mages_t
extends httpd_sys _content _t,
ftpd file_rw.t,
sanba_file_rwt;
# For /[var/www htm /| ogs
type ww_| ogs_t
extends httpd_sys script_ra_t,
ftpd file ro_t;

SELinux




SELinux

NSA

7.

[1] Linux Kernel Source

http://www.kernel.org/

[2] NSA SELinux

http://www.nsa.gov/selinux/

[3] R.Spencer, S.Smalley, P.Loscocco, M.Hibler,
D.Andersen, and J.Lepreau. The Flask Security
Architecture: System Support for Diverse
Security Policies. (1999)

http.//www.cs.utah.edu/flux/papers/flask-usenixsec99.pdf

[4] P.Loscocco and S.Smalley, Integrating Flexible
Support for Security Policies into the Linux
Operating System. (2002)

http://www.nsa.gov/selinux/papers/slinux-abs.cfm

[5] S.Smalley, Configuring the SELinux Policy
(2002,2005)

http://www.nsa.gov/selinux/papers/policy2-abs.cfm

[6] , SELinuxBOF(2004)

SELinux
http://www.selinux.gr.jp/ documents/2004bof.html

[7]

SELinux BP(2004)
Part.3 SELinux



